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Document introduction
The Metasys BACnet/IP Controllers, including the CVE controllers designed for variable air volume
(VAV) box application, the CGE general purpose application controllers, Advanced Application Field
Equipment Controllers (FAC) and Variable Air Volume Modular Assembly (VMA) Controllers, greatly
increase the number of Building Automation System (BAS) devices that can connect to IP networks.
In planning an IP-based system, one approach is to engage the IT department, the traditional
owner of a building's IP network. The IT department may be able to supply the large number
of network switch ports and IP addresses that an all-IP BAS network needs. The cost of leasing
these resources may be appreciable. Some IT departments may be unfamiliar with BACnet®.
Previously, many broadcasts were limited to MS/TP trunks. IP broadcast messages are required
for the Network Engines (network engines) BACnet Router to discover the BACnet/IP and other
controllers connected directly to the BACnet/IP network. These broadcasts can put a burden on an
IT network if the IT department has not had experience with BACnet/IP.
Another approach to meeting the need for more network switch ports and IP addresses is to
develop an operational technology (OT) network. The distinction between IT and OT exists because
IT departments are staffed to handle things like enterprise applications, office computing, email,
telephony (voice and video), server rooms, and cyber security. OT is mostly interested in connecting
machines. Some IT departments will be interested in OT networking and will work closely with
Johnson Controls® on the building automation system. Sometimes there is no IT department at all,
and Johnson Controls has to build a complete network.
This document looks at IT/OT networking broadly. It starts with topologies for connecting end
devices to the network. Then it looks at network architectures that unite the end devices into a
system. Several architectures are introduced, spanning varying degrees of IT/OT integration.
Along the way, it raises issues, discusses how the system designer can manage them, and
provides examples of network designs. Networking in general is a broad subject. For some of the
architectures described in this document, we have produced an engineering tool that turns a plan
into an implementation. This tool does not support BACnet/SC at this release. The tool will help
you design networks like the ones shown in the examples. For designs that do not conform to
the architectures given in this document, you either need experience with IP network design or
consultations with someone who has experience with IP network design.
From Release 12.0 or later, the IP equipment controllers that are mentioned in this document can
use the BACnet/IP or the BACnet/SC protocol. BACnet Secure Connect (BACnet/SC) is a new BACnet
datalink ASHRAE 135-2020 Annex AB that provides secure message transport by using the standard
IP application protocol, Secure WebSocket, which is an extension to HTTPS and runs over Transport
Layer Security (TLS). For more information about the BACnet/SC protocol, refer to the BACnet/SC
Workflow Technical Bulletin (LIT-12013959).
A few words have particular meaning in this document:
Topology
describes the network in terms of the physical connections.

Architecture
describes the network in terms of its logical connections and the relationships between its parts.

Planning
is an activity on paper that applies a network architecture to a specific network.

Designing
is an activity that takes the plan and specifies the details of its implementation. The word is hardly
used in this document. An engineering design tool, the IP Network Wizard, has been developed to
help with this step of the process.
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Configuration
is the activity of implementing an element of the design in a piece of hardware. For example, we
configure controllers, engines, switches, and switch ports. By extension, individual properties are
configured as well.

Summary of changes
The following information is new or revised:

• Added information and references about BACnet/SC to Document introduction
• Updated BACnet routing behavior in an IP-based Metasys system
• Removed out-of-date documents from Related documentation for BACnet/IP controllers
• Removed references to Open Data Server (ODS), which is no longer offered at Release 12.0.
• New UK point of contact in Single point of contact

Network topologies
Metasys BACnet/IP field controllers may be physically connected to your building automation
network in multiple ways. In this document, we refer to the topology options as star, chain, ring,
and mixed. Most networks use combinations of these topologies. Chain and ring topologies require
that each device have two Ethernet ports. The IP controller has an embedded Ethernet switch which
regenerates the signal when passing Ethernet packets between its ports. Therefore, the distance
between IP controllers is limited by the 100-meter limit imposed by Ethernet. Some controllers can
be more than 100 meters from the switch if the path back to the switch is hops of 100 meters or
less.

Figure 1: Examples of topologies

In a star network, each Metasys BACnet/IP equipment controller is connected directly to a main
switch. This reduces the possibility of network failure but requires more wiring and labor to install,
both for the initial controllers and for additional controllers added later. Because of the 100 meter
limit imposed by Ethernet, in star topology all controllers must be within 100 meters of the switch.
Using a star topology also increases the number of required switch ports, and more ports means
more network switching hardware. If the controllers are connected to the customer's IT network,
on-going IT administration costs may be incurred for these ports.
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Figure 2: CGE04060s connected to switch in star topology

In chain and ring topologies, each controller is required to have two Ethernet ports. To chain
Metasys BACnet/IP equipment controllers, connect an Ethernet cable from the switch to the
ETH1 port on the controller. Add an additional controller by connecting an Ethernet cable from
the ETH2 port on the connected controller to the ETH1 port on the new controller. For a chain,
one and only one Ethernet cable terminates at the network switch. The ETH1 and ETH2 ports are
interchangeable, and cables can be connected to either port. Also, new controllers can be added to
the middle of the chain or ring. The maximum length of a chain or ring has no simple answer, see
section Network reliability and controller availability.
A ring network is like a chain, except one additional network cable is used to connect the free end
of the chain back to the Ethernet switch. Accidental rings are a problem for Ethernet networks
because it is possible for network traffic to circulate endlessly around a ring. On the other hand, a
properly managed ring can provide redundancy. The IP controllers from Johnson Controls have two
Ethernet ports so that they can be connected in rings. They also have software support for Media
Redundancy Protocol (MRP). MRP is a data network protocol standardized by the International
Electrotechnical Commission as IEC 62439-2. MRP allows a large chain of Ethernet devices to
overcome any single communication failure, with a recovery time faster than can be detected in a
BACnet system. This topology is called a ring because the chain of controllers is virtually closed by
a software component in the switch called a Media Redundancy Manager. The software works in
cooperation with a Media Redundancy Client in the controllers. Together, the software components
assure that the physical ring always behaves like one or two logical chains. To use MRP, configure
two ports of a switch as ring ports. Note that not all switches support MRP.

Note: Care must be taken when configuring switch ports to operate in ring topology as failure
to do so can result in unexpected behaviors.
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Figure 3: CVE03050s connected to a switch in a ring topology

The chain and ring topologies offer a more economical method of connecting controllers to the
network than a star topology. First, because controllers can connect to each other, connecting all
of them requires fewer switch ports. Second, because controllers are closer to each other than to
the network switch, connecting all of them requires less Ethernet cable. Third, they offer a simple
means of connecting controllers that are more than 100 meters from the switch. For Fast Ethernet,
the most common kind of Ethernet and the kind used for Metasys controllers, the length of a single
cable is limited to 100 meters. However, the IP controllers have an internal Ethernet switch which
regenerates the signal when passing Ethernet packets between its ports, meaning a single chain or
ring can be much longer than 100 meters.
The difference between chain and ring topologies are related to reliability. For chain, a controller
failure or Ethernet link failure results in a loss in network connectivity for all controllers in the chain
which are on the far side of the failure from the switch. Ring topology is better because it provides
protection from a single point of failure, either failure of the link or of the controller. Only multiple
failures result in a loss in network connectivity for other controllers. For star, the controller loses
network connectivity only when there is a failure of the Ethernet link between the controller and the
switch.
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Figure 4: CVE03050s connected to a switch in daisy-chain topology

Network architecture
The topologies described in Network topologies describe only the physical connection between
devices. A Metasys BACnet/IP network needs additional capabilities. For example, the network is
unlikely to work well if it is set up as a single local area network. In the same way that it was useful
for an MS/TP network to be divided into separate MS/TP trunks, it is useful for a Metasys BACnet/
IP network to be divided into separate subnets. If divided, then there is also a need for routing
between subnets. Organizing a network into manageable pieces that relate to each other in limited
but useful ways is a problem of network architecture.
When discussing switches, we often classify them by their function. Access switches provide
physical access to the network. For example, they are used primarily to connect IP controllers.
Aggregation switches are used primarily to connect access switches to other switches (aggregating
traffic from the access switches) and to act as the primary router for the network.
If there were no constraints on networking, we would offer a single architecture and describe it
in detail. However there are often constraints, so for Metasys we define several architectures that
differ based on the relationship between the IT and BAS networks. The first option discussed below
is a network that is separate from the general IT network. The other four options connect the BAS
network to the general IT network with increasing levels of integration.
Isolated Metasys BACnet/IP Network: An isolated network may exist in parallel with an IT
network if the IT department requires that the Metasys BACnet/IP network operate as a separate
network. An isolated Metasys BACnet/IP network would also be applicable if there is no common
IT network in the building in which the Metasys system is to be deployed (for example, all building
tenants provide their own separate IT networks). For the case of new construction, an isolated
network can be initially deployed and then can be easily transitioned to a connected network once
the IT network is available.
Connected Metasys BACnet/IP Network: A connected network is a variation/evolution of an
isolated network where a previously isolated network is connected to the IT network by way of a
single routed port (a single Ethernet connection) once the IT network is available.
Segmented Metasys BACnet/IP Network: In a segmented network, most Metasys BACnet/
IP devices are physically connected to switches dedicated to the Metasys BAS system. A limited
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number of controllers as well as the NxE and SNEs can connect to the IT network and route through
the IT network to the Metasys network. Most IP addresses assigned to the BACnet/IP Metasys
devices are from the BAS network's private address space rather than from the IT network's
address space.
Converged Metasys BACnet/IP Network: In a converged network, all Metasys BACnet/IP devices
are physically connected to switches dedicated to the Metasys BAS system, and the Metasys BAS
switches are physically connected to IT network infrastructure. All Metasys BACnet/IP devices are
assigned IP addresses from the IT network's address space.
Integrated Metasys BACnet/IP Network: In an integrated network, all Metasys BACnet/IP devices
are physically connected to IT network infrastructure and are assigned IP addresses from the IT
network's address space.
The differences between these five options lie in how the physical and logical connectivity of the
Metasys devices are divided between the IT and BAS networks. The following table highlights these
differences.
Table 1: How Metasys Devices are Connected
Network architecture Physical connectivity Logical connectivity (VLAN, IP

address)
Isolated BAS Switch BAS Network
Segmented and Connected BAS Switch Network engines - IT Network

IP-based controllers - BAS
Network

Converged BAS Switch IT Network
Integrated IT Access Layer Switch IT Network

Replacing MS/TP controllers with BACnet/IP controllers raises the question of whether the devices
must connect to the general IT network or a dedicated BAS network. The answer depends on
the circumstances. Consider how connecting many BACnet/IP BAS devices to the IT network
can affect the IT network. A significantly higher number of physical ports are required from
IT. If the physical ports are available, updates to the switching infrastructure may be required,
including changes to Dynamic Host Control Protocol (DHCP) server configurations, configuration
of additional subnetworks and Virtual Local Area Networks (VLANs), and assignment of large
numbers of physical ports to the BAS VLANs. Security is also important. The new devices increase
the potential attack surface of the IT network. It is important to configure security features such
as access controls for the physical ports. BACnet/SC can help to mitigate security concerns by using
IT standardized security practices.
These issues are discussed for the architectures presented below.

BACnet routing behavior in an IP-based Metasys system
In an MS/TP based system, the scope of a BACnet broadcast is limited to the devices connected
to the MS/TP trunk. This is the behavior which a network engine exhibits if BACnet Routing is
disabled on the network engine. If BACnet Routing is enabled on the network engine, the network
engine will forward all BACnet broadcasts it receives on one of its interfaces (an MS/TP trunk or its
Ethernet port) out on all of its other interfaces (the other MS/TP trunk and/or its Ethernet port).
When sent out on the Ethernet port, the BACnet broadcast will be sent as a local IP broadcast (that
is addressed to the network engine’s local subnet).
On an IP network, broadcast traffic typically doesn't travel between subnets. BACnet Broadcast
Management Devices (BBMDs) are used to forward only BACnet broadcasts between subnets. If
the network engine is configured as a BBMD, it will forward any BACnet broadcast it receives as
a unicast message to all the other BBMDs in its BBMD table. When a network engine configured
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as a BBMD receives a forwarded BACnet broadcast, it sends the forwarded BACnet broadcast as a
local IP broadcast. The network engine only sends the BACnet broadcast out over its MS/TP trunks
if BACnet Routing is enabled.
If the IP controllers are in the same subnet as their supervising network engine and the network
engine is configured as a BBMD. The IP controllers will receive all forwarded BACnet broadcasts
received by their network engine. The effect is the same as when BACnet Routing is enabled on the
network engine in an MS/TP based system.
The grouping of the network engines together in the same VLAN or in a VLAN with the IP
controllers they supervise is addressed in more detail in the following sections.

Isolated Metasys BACnet/IP network
The Isolated Network architecture is applicable in cases where there is no common IT network (for
example, all tenants within a building build out their own private IT networks) or when the BAS
network is not allowed to connect to the IT network. An Isolated Metasys BACnet/IP network can
also be deployed as a provisional network for new construction before the availability of the IT
network. The Isolated Metasys BACnet/IP network can then be converted to a Connected Metasys
BACnet/IP network once the IT network is available.
Figure 5 depicts an Isolated BAS network.

Figure 5: Isolated Metasys BACnet/IP network
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In Figure 5, the network engines are located in the same VLAN and subnetwork with the controllers
that they supervise. Each engine would be configured as a BBMD so that BACnet broadcasts
could be forwarded between the engines in the different VLANs as unicast messages. This is the
recommended configuration for an Isolated network as the engines do not need to communicate
with any BACnet devices in the IT network. In cases where an Isolated Metasys BACnet/IP network
is deployed as a provisional network, consider whether the network will be connected to the
IT network once the IT network is available. If so, the Isolated network can be converted to a
Connected network (See Connected Metasys BACnet/IP network). With a Connected network, the
physical layout is the same as an Isolated network, but the network connects to the IT network
rather than to a firewall providing VPN access to the network by way of the internet.
Good planning minimizes the configuration changes required to convert an Isolated network
to a Connected network. If possible, the Isolated network must be deployed using the same IT
subnet which will be used when the network is ultimately connected to the IT network. Likewise, if
the engines will need to communicate with other BACnet devices in the IT network once the BAS
network is connected to the IT network, the engines must be placed in the IT subnet rather than
in the subnets with the IP controllers they supervise. This will allow the Isolated network to be
converted to a Connected network with minimal configuration changes on the BAS switches. Figure
5 illustrates an Isolated network which is not anticipated to need to connect to BACnet devices in
the IT network if/when it is converted to a Connected network in the future.

Connected Metasys BACnet/IP network
A connected Metasys BACnet/IP network is a variation/evolution of an Isolated Metasys BACnet/IP
network. A Connected network is in essence a previously Isolated network which is now connected
to the IT network by way of a single Ethernet cable and IT IP address.
The primary use case for a Connected network is post new construction. For new construction, an
Isolated network can be deployed before the availability of the IT network. Once the IT network is in
place, the previously Isolated network can be connected to the IT network.
Similar to a Segmented network (See Segmented Metasys BACnet/IP network), the network
engines are assigned IP addresses in the IT address space if they will need to communicate with
IP controllers in the IT network, while the IP controllers are assigned IP addresses from the private
address space of the BAS network. If there are no IP controllers in the IT network, or if there are
but the Metasys devices do not need to communicate with them, the network engines can reside
in the BAS network’s private address space with the IP controllers they supervise. In this case,
the application server must reside in the IT subnet allocated to the BAS network for the network
engines and IP controllers to be visible from the IT network by way of the application server.
As mentioned in the Isolated Metasys BACnet/IP Network section above, if the Isolated network
was deployed using the same IT subnet which will be used when the network is connected to the IT
network, then the conversion of the Isolated network to a Connected network is very easy. Only the
configuration of the aggregation switch must be updated; the configuration of the access switches
and network engines does not change.
The following figure depicts a Connected BAS network based on the Isolated BAS network.
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Figure 6: Connected Metasys BACnet/IP network

Segmented Metasys BACnet/IP network
For the Segmented Network architecture, a segment of the IT network – a single VLAN and
subnet – is allocated to the BAS network. How the network segment is used depends on customer
requirements. It is common to have requirements for placing the Metasys server or a few IP
controllers on the IT network. Most IP controllers will still reside in the BAS private address space.
For the network engines to communicate with BACnet devices in the IT network (such as an IP
controller that has the outdoor air temperature), the network engines need to connect directly to
the designated network segment. This gives the network engines visibility into the IT network.
If there are BACnet/IP devices in the IT network with which the network engines need to
communicate, the network engines again need to reside in the IT VLAN and subnet allocated to the
BAS network by IT.
If there are no BACnet devices in the IT network, or if there are but the Metasys devices do not need
to communicate with them, the network engines can reside in the BAS network’s private address
space with the IP controllers they supervise. In this case the Metasys server must reside in the IT
VLAN allocated to the BAS network for the network engines and IP controllers to be visible from the
IT network by way of the Metasys server.
General purpose VLANs in the IT network can be used to connect a BBMD and a small number
of Metasys BACnet/IP devices that are physically remote from the rest of the BAS network (for
example, an outside air temperature sensor) such that they need to traverse the IT network to
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reach the BAS network. In this architecture, the number of IP addresses allocated from the IT
network's address space is smaller than the total number of BACnet/IP BAS devices that need to
be connected. Except for the Metasys server and the physically remote devices and their associated
BBMDs, all BAS devices are physically connected to the BAS network switches.
The segmented architecture is applicable when the IT department is not willing to allocate all
the required IP addresses and switch ports needed for the Metasys IP controllers. In this case,
the interface between the BAS and IT networks is also a boundary between the BAS and IT IP
addressing schemes. Within the building network, the BAS network switches manage the IP
addresses that are private to the BAS network, and then can follow an address scheme that is
independent of the main IT network. An advantage of having a private address space is in its
robustness, especially in anticipation of future IT network configuration changes.
Figure 7 depicts a Segmented BAS network. VLAN A is allocated by IT for communicating with
the network engines inside the BAS network. VLAN B serves as a general purpose VLAN in an IT
network with a BBMD and a remote IP controller (which may itself be the BBMD). VLAN X and Y are
allocated within the BAS network independent of IT. All devices in VLAN X and VLAN Y are assigned
IP addresses from the BAS network's private address space; separate network routing domains
are configured such that the devices are not visible from the IT network. The network engines in
VLAN A are assigned IP addresses from the IT network's IP address space such that the network
engines are visible from the IT network, enabling communication between the Metasys server
and the network engines. Since the network engines are in a different VLAN than the devices they
supervise, directed broadcasts must be configured on the BAS switches to enable the network
engines to discover the devices in VLANs X and Y. By grouping the network engines in the same
VLAN and using directed broadcasts in concert with ACLs to limit the BACnet broadcasts sent from
the network engines to the IP controllers they supervise, the scope of the BACnet broadcasts can be
significantly reduced.
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Figure 7: Segmented Metasys BACnet/IP network

Converged Metasys BACnet/IP network
For the Converged Network architecture, the BAS network is installed with much of its own
infrastructure, however all IP addresses and VLANs are allocated from the IT network's address
space. The IP addresses allocated by IT are assigned to the BAS devices by DHCP servers configured
on the BAS network switches. All the BAS devices are physically connected to dedicated BAS
network switches.
The converged architecture is applicable when the IT department is able to allocate all the IP
addresses, but also wants a well-defined interface between the BAS network and the rest of the
network. Other reasons for implementing the converged network would be if IT does not have the
required switch ports available for the BAS equipment and is unable to purchase and deploy the
additional switching infrastructure. The converged architecture also gives IT direct visibility to the IP
controllers (for example, IT can ping them) while the segmented network architecture does not (the
IP controllers are only visible through their supervising network engine).
Figure 8 depicts a Converged BAS network. VLANs A and B each host a network engine and those
BACnet/IP controllers that it supervises. By grouping the network engine and the supervised IP
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controllers in the same VLAN/subnetwork, they can be assigned IP addresses within the same,
easily identifiable range. At the same time it creates a network equivalent to an MS/TP-based
system with BACnet routing enabled on all the network engines. That is, a BACnet broadcast
initiated by any network engine or IP controller will be seen by all other network engines and
IP controllers. Because each network engine is in a different VLAN, each network engine will be
configured as a BBMD by the ADX/ADS. This will result in BACnet broadcasts in any VLAN to be
propagated to the other VLANs, in essence combining the smaller VLANs into one large VLAN from
a BACnet broadcast perspective. Broadcasts for other protocols (e.g. ARP, DCHP, etc.) will still be
limited to the smaller VLANs.
Placing all the network engines together in their own separate VLAN, as proposed in Segmented
Metasys BACnet/IP network, can help limit the scope of BACnet broadcasts. However it would
require IT to configure directed broadcasts between the VLAN containing the supervising engine
and the VLANs containing the controllers, something IT may be unwilling to do. VLAN C is a general
purpose VLAN in the IT network, containing an IP controller configured as a BBMD (a BBMD is
needed in VLAN C in order to receive discovery messages and other BACnet broadcasts from other
subnets/VLANs).

Figure 8: Converged Metasys BACnet/IP network
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Integrated Metasys BACnet/IP network
For the Integrated Network architecture, the Metasys system is fully integrated with the IT network.
All IP-based Metasys devices connect directly to IT access switches and are assigned IP addresses
from the IT network’s address space.
The Integrated Network architecture is applicable when the IT department is able to allocate all the
IP addresses as well as provided physical switch ports for all the IP-based BAS equipment. As was
the case with the Converged Network architecture, IT has direct visibility to the IP controllers (for
example, IT can ping them).
Grouping the network engine and the BACnet/IP controllers it supervises in the same VLAN/
subnetwork as shown in Figure 9 allows the IP controllers supervised by the network engine to be
easily identified by their IP address range. At the same time, it creates a network equivalent to an
MS/TP-based system with BACnet routing enabled on all the network engines. That is, a BACnet
broadcast initiated by any network engine or IP controller will be seen by all other network engines
and IP controllers. Because each network engine is in a different VLAN, each network engine will
be configured as a BBMD in a Metasys environment. This will result in BACnet broadcasts in any
VLAN to be propagated to the other VLANs, in essence combining the smaller VLANs into one large
VLAN from a BACnet broadcast perspective. Broadcasts for other protocols (for example, ARP and
DHCP) will still be limited to the smaller VLANs. Placing all the network engines together in their
own separate VLAN as proposed in Segmented Metasys BACnet/IP network can help limit the scope
of BACnet broadcasts, however it may require IT to configure directed broadcasts between the
VLAN containing the network engines and the VLANs containing the controllers, something IT may
be unwilling to do.
The integrated architecture network is useful if the customer requires full control over the BAS
network. It may also be useful if the BAS network has a physical extent similar to the IT network.
It may be challenging to implement if the IT network expects an operational BAS network as a
precondition for setting up the IT network (that is, the HVAC system has to be operational to cool
and provide air filtration to the IDF closets and server rooms).

Figure 9: Integrated Metasys BACnet/IP network
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Choosing the right architecture
Use the decision tree in Figure 10 to determine which of the four network architectures described
in Network architecture is best suited for a particular deployment. It is assumed that the facilities
manager or field personnel have access to the Metasys devices from a Metasys server connected to
the IT network (if an IT network exists).

Figure 10: Choosing the right network architecture
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*In the case of new construction, a provisional network will need to be deployed before the
availability of the IT network. In this case, an Isolated Metasys IP Network will initially be deployed
which can later be migrated to a Connected Metasys IP Network and connected to the IT network
by way of a single routed port. To minimize configuration changes required for the migration to
a Connected network, it is recommended that the initial isolated network be deployed using the
VLANs and IP addresses which will ultimately be used when the network is connected to the IT
network.

Planning your network
The maximum number of Metasys devices that can be supervised by a network engine is
independent of the transport used to connect the Metasys devices to the network engine (MS/TP
vs IP). The maximum number of devices which can be supervised by a network engine depends on
multiple factors such as the number of objects supported by the network engine and the quantity
and rate at which the devices send Change Of Value (COV) messages to the network engine. In this
section, all examples are based on network engines that support 200 BACnet/IP Metasys devices.

Note:  For information on limits and further information about network engines, refer to the
Network Engines Product Bulletin (LIT-12012138).

With MS/TP, the scope of the Metasys devices that a network engine could supervise was limited to
the following:

• The devices physically connected to an MS/TP bus that was physically connected to the
network engine.

• The devices physically connected to a remote MS/TP bus that was logically connected to the
network engine through an IP connection.

For the purpose of network planning, the containment scope of a network engine and the Metasys
BACnet/IP devices that it supervises, is one VLAN and one IP subnetwork that are usually defined
to overlay each other. However, a remotely located BACnet/IP controller in a different VLAN and
subnetwork can be logically mapped to a network engine by deploying the remotely located device
with a BBMD. For a network engine that supports 200 IP controllers, it is recommended that a Class
C IP subnetwork, which supports up to 254 usable IP addresses, is allocated. A Class C network such
as 192.168.1.0 can either be represented by a subnet mask of 255.255.255.0 or in the Classless Inter-
Domain Routing (CIDR) format 192.168.1.0/24.
Unless otherwise noted, it is assumed that the Metasys server is connected directly to the IT
network; as such, its configuration is beyond the scope of this document. It is also assumed that the
Metasys server has a well-known identifier, either a static IP address or a name (a name requires
use of the IT department's Domain Name System (DNS) name server).
The following types of connections are used when configuring switch ports:
Access port
An access port carries traffic only for the VLAN assigned to the port.

Trunk port
A trunk port is by default a member of all the VLANs that exist on the switch and carries traffic
for all those VLANs between the switches (OSI Layer 2). A trunk port can be configured to carry
traffic from only a subset of the VLANs that exist on the switch. Trunking is a function that must be
enabled on both ends of a link.

Routed port
A routed port is a physical port on a switch that acts like a port on a router (OSI Layer 3). It supports
all routing protocols. It does not support VLAN sub-interfaces and is not associated with a single
VLAN (OSI Layer 2). It is configured on a port connected to a router and is assigned an IP address.
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The acronym SVI is used frequently in the text that follows. SVI stands for "switched virtual
interface" (or in other texts, for "switch virtual interface"). The physical interfaces of a switch are
where cables are connected. In the following architectures, a single cable may carry data for several
VLANs. It is useful to create virtual interfaces so that the data on each VLAN can sent somewhere
for forwarding, similar to a gateway. An SVI gives the switch some routing capability.

Planning an isolated Metasys BACnet/IP network
The Isolated Metasys BACnet/IP network architecture is used to create a standalone BAS IP network
due to the lack of an available IT network, or because the BAS IP devices are not allowed to connect
to the existing IT network. In the case of new construction, an Isolated network may be set up as a
provisional network before the availability of the IT network, and then be converted to a connected
Metasys BACnet/IP Network once the IT network is available. Whether the Isolated network will be
converted to a connected network at some time in the future must be considered when planning
the Isolated network to simplify the conversion of the Isolated Network to a Connected network.
If the Isolated network will be converted to a Connected network, the Isolated network must be
deployed using the same IT subnets and VLANs which will be used when the network is ultimately
connected to the IT network. Likewise, if the network engines need to communicate with other
BACnet devices in the IT network once the BAS network is connected to the IT network, the network
engines must be placed in the future IT subnet and VLAN rather than in the subnets with the IP
controllers they supervise. This allows the Isolated network to convert to a Connected network with
little to no configuration changes on the BAS switches.

Example isolated Metasys BACnet/IP network
Figure 11 illustrates an Isolated Metasys BACnet/IP network. In this example, the network is to be
converted to a Connected network at some time in the future. The network engines are placed
in the same VLAN and subnet (VLAN 5 and subnet 192.168.5.0/24 would be the VLAN and subnet
allocated by IT for the BAS network).
The subnetworks for the IP-based BAS devices are allocated from the BAS network's address space:

• VLAN 10: 172.16.10.0/24
• VLAN 11: 172.16.11.0/24
• VLAN 12: 172.16.12.0/24

Note: It is not required that the VLAN number be included in the subnetwork address as
shown in this example.

The devices are assigned to VLANs (10 through 12) within the BAS network.
The network engines, Metasys server, and access switches are placed in VLAN 5 and subnetwork
192.168.5.0/24. This is the VLAN and subnet pre-allocated by IT for when the BAS network will
eventually be connected to the IT network. A firewall is connected to the BAS aggregation switch
through an access port. The firewall routes traffic to the BAS subnet by way of a SVI (10.10.100.2) in
a different VLAN (100) on the BAS aggregation switch. These are also pre-allocated by IT for when
the BAS network will eventually be connected to the IT network. Figure 11 illustrates an Isolated
Network using these VLAN and subnetwork values.
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Figure 11: Isolated Metasys BACnet/IP network example

The BAS Access switches are interconnected with each other, providing link redundancy. Because
the BAS switches are interconnected by way of trunks, Rapid Spanning Tree Protocol (RSTP) best
practices must be followed when configuring the trunks between the BAS switches.
The following table details the recommended IP address assignments for the devices in each of the
VLANs within the BAS network.
Table 2: Recommended IP addresses for isolated network example
VLAN Subnetwork SVI IP controllers Network engine
10 172.16.10.0 /24 172.16.10.1 172.16.10.10 -

172.16.10.220
192.168.5.4
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Table 2: Recommended IP addresses for isolated network example
11 172.16.11.0 /24 172.16.11.1 172.16.11.10 -

172.16.11.220
192.168.5.5

12 172.16.12.0 /24 172.16.12.1 172.16.12.10 -
172.16.12.220

192.168.5.6

The BAS aggregation switch acts as the primary router for the BAS network, routing traffic within
the BAS network as well as routing traffic between the BAS network and the firewall. The firewall
routes traffic between the BAS network and a VPN, allowing remote access to the BAS network. The
following route statements are required to achieve this behavior:
Table 3: Maintenance VLAN 20 (172.16.20.0 /29)
Device Destination subnet Route

0.0.0.0/0 To the InternetFirewall
192.168.5.0/24 10.10.100.2
0.0.0.0/0 10.10.100.1
172.16.10.0/24 192.168.5.2
172.16.11.0/24 192.168.5.2

BAS Aggregation Switch

172.16.12.0/24 192.168.5.3
BAS Access Switch 1 0.0.0.0/0 192.168.5.1
BAS Access Switch 2 0.0.0.0/0 192.168.5.1

The ports connected to the IP-based Metasys devices need to be configured as access ports for the
appropriate VLAN (10, 11, or 12). In addition, the following switch port configurations are required:
Table 4: Switch port configuration
Endpoint 1 Endpoint 2 Connection type VLAN membership/

allowed VLAN(s)
Aggregation Switch Firewall Access port 100
Aggregation Switch Metasys server Access port 5
Aggregation Switch Access Switches Trunk 5
Access Switch 1 Access Switch 2 Trunk 5
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Converting an isolated Metasys BACnet/IP network to a
connected Metasys BACnet/IP network
A Connected Metasys BACnet/IP network is a variation of an Isolated Metasys BACnet/IP network. A
Connected network is in essence an Isolated network which is connected to the IT network by way
of a single Ethernet cable and IT IP address.
While it is possible initially to deploy a BAS IP network following a Connected network architecture,
it is anticipated that in most cases the BAS IP network will initially be deployed as an Isolated
network (for example, during new construction prior to the availability of the IT IP network), and
will later be converted to a Connected network once the IT IP network is available. As described in
Planning an Isolated Metasys BACnet/IP Network above, if the Isolated network was planned with an
end goal of converting it to a Connected network, the actual conversion of the Isolated network to a
Connected network requires very minimal configuration changes on the BAS switches.
Figure 12 below illustrates a connected network that has been converted from the isolated network
that is shown in Figure 11.
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Figure 12: Connected Metasys BACnet/IP network example

Note: The isolated network in Figure 11 and Connected network in Figure 12 are identical
except for the following differences:

• The BAS aggregation switch now connects to the IT network rather than the firewall.
• The Metasys server now connects to the IT network rather than the BAS aggregation

switch. This is possible because the network engines resided in VLAN 5 and subnet
192.168.5.0/24 in the Isolated network, which matches the VLAN and subnet allocated
to the BAS network by the customer’s IT department. Since the network engines now
reside in the IT network address space, the Metasys server can reside anywhere in the IT
network and still access the network engines.
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• The network engines can connect to a remote IP controller in the IT network. This is also
possible because the network engines resided in VLAN 5 and subnet 192.168.5.0/24 in the
Isolated network, which matches the VLAN and subnet allocated to the BAS network by
the customer’s IT department. Since the network engines now reside in the IT network
address space, the network engines can communicate with other BACnet devices in the IT
network.

Planning a segmented Metasys BACnet/IP network
In the Segmented Metasys BACnet/IP network architecture, the IT network is used as the backhaul
for the BAS access switches, as well as for the network engines when the network engines are
physically connected to the IT network. The BAS access switches are always directly connected to
the IT network, always reside in an IT VLAN, and are assigned an IP address from the IT network’s
address space.
If the network engines need to communicate with other BACnet devices in the IT network or will be
connected directly to the IT network, they also reside in an IT VLAN and are assigned an IP address
from the IT network's address space such that network engines are visible from the IT network.
If there are no BACnet devices in the IT network, or if there are but the Metasys devices do not need
to communicate with them, the network engines can reside in the BAS network’s private address
space. If the network engines are placed in the private address space, then the Metasys server must
reside in the IT VLAN allocated to the BAS network for the network engines and IP controllers to be
visible from the IT network by way of the Metasys server.
The Metasys IP controllers are always assigned to the BAS network's VLANs and are assigned IP
addresses from the BAS network's private address space such that they are not directly visible from
the IT network. The controllers are still indirectly visible from the IT network through the Metasys
server and/or network engines.
The network engines and the BAS access switches can be connected to the IT network using a
single IT VLAN or by using multiple IT VLANs. In either case, the network engines and BAS access
switches can be connected to IT access layer switches by way of either trunks or access ports on
the IT switches. There are pros and cons to both methods, which are discussed in more detail in the
following sections.

Using a single IT VLAN
In the single IT VLAN approach, all the BAS access switches and all the network engines (if
the network engines need to be visible from the IT network) are located in a single IT VLAN/
subnetwork. If the VLAN and associated subnetwork are dedicated exclusively to the BAS network
by IT, the BAS traffic will be isolated from the rest of the IT traffic. Alternatively, if the VLAN and the
associated subnetwork are not dedicated exclusively to the BAS network, the network engines will
be exposed to the traffic from the other devices in the VLAN; likewise the other devices in the VLAN
will be exposed to the traffic from the network engines. In either case, the single VLAN needs to be
propagated across IT network switches. Within the single IT VLAN approach, there are two options
for connecting the BAS access switches to the IT network - by way of trunks or by way of access
ports.

Note: In a segmented architecture where all the network engines reside in the same IT VLAN
and subnet, only one of the network engines is configured as a BBMD. Directed broadcasts
and Access Control Lists (ACL's) configured on the BAS access switches are used to limit
BACnet broadcasts from an network engine to the subnet(s) in which the IP controllers the
network engine supervises reside and between IP controllers in the same subnet. Therefore
this design is not suitable for sites with BACnet routing enabled, or where cross VLAN/subnet
controller-to-controller communication (for example, peer references) is desired, unless
BBMDs are placed in the BAS private subnets with the IP controllers.
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Single IT VLAN-BAS access switches connected to the IT network with trunks
When connecting the BAS access switches to the IT network by way of trunks, the network engines
are physically connected to the BAS access switches. The traffic from both network engines and
the BAS switches are allowed over the trunks connecting the BAS access switches to the IT access
layer switches. The trunks must be configured on both the BAS switch and the IT access switch.
Connecting the network engines to the BAS access switches rather than the IT access layer switches
reduces the number of switch ports which would have to be leased from IT. It also reduces the
number of physical drops which would have to be run from an IT closet where the IT access layer
switch resides to the mechanical room where the network engine resides. However, configuring a
switch port as a trunk puts a larger burden on the IT department which they may not be willing to
do.
Figure 13 illustrates an example Segmented Metasys BACnet/IP Network configured using a single
IT VLAN with the BAS access switches connected to the IT network by way of trunks.
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Figure 13: Single IT VLAN-BAS access switches connected with trunks

As can be seen in Figure 13, it is sufficient for IT to allocate a single VLAN and a very small subnet if
the VLAN and subnet are to be dedicated to the BAS. In this example, the IT network allocates VLAN
5 and a subnet (192.168.5.0/29) that supports only six devices. In practice, at least a /28 subnetwork
that supports up to 14 devices is preferable as it allows for future expansion without affecting
the existing network plan. If the VLAN and subnet are to be shared with other devices, the subnet
needs to be large enough to accommodate the non-BAS devices as well as the network engines and
BAS access switches.
The IP controllers reside in BAS VLANs and subnets from the BAS network's private address space.
These VLAN numbers and the IP addresses allocated from the BAS network's private address space
may already be in use by IT in the IT address space but it is not necessary to ensure uniqueness.
Instead, the networks are separated by different routing domains (the BAS switches are layer 3
devices) so that devices with duplicate IP addresses are only visible in their respective network – the
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IT network or the BAS network. The table below details the recommended IP address assignments
for the IP controllers in each VLAN/subnet within the BAS network:
Table 5: BAS private subnets for hosting IP controllers
VLAN Subnetwork SVI IP controllers
10 172.16.10.0/24 172.16.10.1 172.16.10.10-172.16.10.220
11 172.16.11.0/24 172.16.11.1 172.16.11.10-172.16.11.220
12 172.16.12.0/24 172.16.12.1 172.16.12.10-172.16.12.220

The switch ports to which the IP controllers and network engine are connected are configured
as access ports. The switch ports for the network engines are assigned to the IT VAN (5), and the
switch ports for the IP controllers are assigned to their corresponding BAS VLAN (10, 11, or 12).
The following table details the IP address configurations for the devices in IT VLAN 5.
Table 6: IP address assignments for devices in IT VLAN 5 (Subnet 192.168.5.0/29)
Device/Interface IP address Default gateway
SVI in the IT network 192.168.5.1 Configured by IT
SVI on BAS Switch 1 192.168.5.2 192.168.5.1
network engine supervising
VLAN 10 devices

192.168.5.4 192.168.5.2

network engine supervising
VLAN 11 devices

192.168.5.5 192.168.5.2

SVI on BAS Switch 2 192.168.5.3 192.168.5.2
network engine supervising
VLAN 12 devices

192.168.5.6 192.168.5.3

For the configuration described above, BAS Access Switch 1 acts as the router for the BAS network,
routing traffic between the BAS network and the general IT network, as well as between the BAS
private subnets in which the IP controllers reside. To achieve this behavior, the following route
statements need to be included in the BAS access switch configurations:
Table 7: BAS access switch route statements
BAS access switch Destination subnet Route

0.0.0.0/0 192.168.5.11
172.16.12.0/24 192.168.5.3

2 0.0.0.0/0 192.168.5.2

On BAS Access Switch 2, all traffic which cannot be routed locally on BAS Access Switch 2 is
routed to BAS Access Switch 1 (192.168.5.2). On BAS Access Switch 1, traffic to the BAS private
172.16.12.0/24 subnet is routed to BAS Access Switch 2 (192.168.5.3). All other traffic which cannot
be routed locally on BAS Access Switch 1 is routed to 192.168.5.1 in the IT network. Routes are not
required for the network engines as the BAS access switches and network engines all reside in
the same VLAN (IT VLAN 5). Likewise the IP controllers connected to one BAS access switch can
communicate with IP controllers connected to a different BAS access switch as all the routing is
performed by the BAS access switches (no routing is required by the IT network switches since the
BAS access switches are also in the same VLAN). This means that peer-to-peer references can be
established between IP controllers in different BAS private subnets as long as a BBMD is configured
in each of the BAS private subnets hosting the IP controllers.
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Single IT VLAN-BAS access switches connected to the IT network with access ports
An alternate approach to configuring trunks between the IT access switches and the BAS access
switches is to connect both the network engines and the BAS access switches directly to the IT
network by way of access ports. For a BAS access switch to connect to an access port on an IT
access layer switch, the uplink port of the BAS access switch must be configured as a routed
port. The network engines, which are in the same subnet as the BAS access switches’ routed port
interfaces, must be connected directly to the IT access layer switches rather than to the BAS access
switches. This approach requires additional IT switch ports (one for each of the network engines)
and physical drops from the IT closets where the IT access layer switches reside to the mechanical
rooms where the network engines reside, but is less burdensome for the customer’s IT department
to configure. Figure 14 illustrates the network configuration of Figure 13 where both the network
engines and BAS access switches are connected to access ports in the IT network.

Figure 14: Single IT VLAN-BAS access switches connected to the IT network with access ports
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The network engines and BAS access switches still reside in IT VLAN 5 and the IP controllers still
reside in BAS VLANs 10, 11, and 12. The IP addresses, default gateways, and route statements are
also the same as for connecting the BAS access switches to the IT network by way of trunks. The
two major differences are:
1. The network engines are physically connected to the IT access layer switches rather than the

BAS access switches.
2. The IT BAS subnet addresses of the BAS access switches are assigned to the routed ports on

the BAS access switches rather than being configured as SVIs on the BAS access switches.
VLAN 5 must be propagated across IT network switches (access layer and distribution layer) which
connect the BAS access switches and network engines to each other.

Using multiple IT VLANs
The network engines and BAS access switches can also be connected through multiple IT VLANs.
This can occur if:

• IT does not want to allocate a new VLAN for the BAS system and instead allocates a subset of
addresses to the BAS system from multiple existing VLANs/subnets.

• IT does not want to propagate a VLAN across all the IT switches to which the BAS access
switches and network engines would need to connect and instead allocates switch ports
assigned to existing VLANs.

In this case, each BAS access switch is connected to an existing IT VLAN corresponding to where the
BAS switch physically connects to the IT network. This approach is similar to connecting a remotely
located Metasys device. This approach is IT-friendly in that it does not require IT to dedicate a VLAN
or subnetwork to the BAS network, nor propagate an additional VLAN throughout the IT network.
It does not, however, isolate the BAS traffic from the other devices residing within the existing IT
VLAN(s). Also, the IP packets from the controllers in the BAS private address space cannot be routed
by the IT network switches. Therefore the IP controllers connected to a BAS access switch in one
IT VLAN cannot communicate with IP controllers connected to a BAS access switch in a different IT
VLAN. This also means that peer-to-peer references cannot be established between IP controllers
connected to BAS access switches in different IT VLANs.

Multiple IT VLANs-BAS access switches connected to the IT network with trunks
As was the case when using a single IT VLAN, when connecting the BAS access switches to the IT
network by way of trunks, the network engines are physically connected to the BAS access switches.
The traffic from both network engines and the BAS switches are allowed over the trunks connecting
the BAS access switches to the IT access layer switches. The trunks must be configured on both
the BAS switch and the IT switch. Connecting the network engines to the BAS access switches
rather than the IT access layer switches reduces the number of switch ports which would have to
be leased from IT. It also reduces the number of physical drops which would have to be run from
an IT closet where the IT access layer switch resides to the mechanical room where the network
engine would reside. Configuring a switch port as a trunk, however, puts a larger burden on the IT
department which they may not be willing to do.
Figure 15 illustrates an example Segmented Metasys BACnet/IP Network configured using multiple
IT VLANs with the BAS access switches connected to the IT network by way of trunks.
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Figure 15: Multiple IT VLANs-BAS access switches connected to the IT network with trunks

In this example, the BAS access switches are connected to two IT access switches by way of
trunk port uplinks allowing different IT VLANs, VLAN 2 and VLAN 3, each of which is associated
with a /24 subnetwork. The BAS access switches and the network engines are assigned static IP
addresses from the existing IT VLANs' subnetworks. The following table illustrates the IP address
configurations for the devices in IT VLANs 2 and 3. The IP controllers are once again assigned to
BAS VLANs 10, 11, and 12 and are assigned to subnets in the BAS private address space as they
were for the single IT VLAN case.
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Table 8: IP Address Assignments for Devices in IT VLANs 2 and 3
IT VLAN Subnetwork Device/interface IP address Default gateway

SVI in the IT network
(existing configuration)

192.168.2.1 Configured by IT

VLAN 2 SVI on BAS
Access Switch 1

192.168.2.100 192.168.2.1

network engine
supervising VLAN 10
devices

192.168.2.101 192.168.2.100

2 192.168.2.0/24

network engine
supervising VLAN 11
devices

192.168.2.102 192.168.2.100

SVI in the IT network
(existing configuration)

192.168.3.1 Configured by IT

VLAN 3 SVI on BAS
Access Switch 1

192.168.3.120 192.168.3.1

3 192.168.3.0/24

network engine
supervising VLAN 12
devices

192.168.3.121 192.168.3.120

Because all the network engines and BAS access switches are not in the same IT VLAN, IP packets
from a network engine in one IT VLAN have to be routed to an network engine in a different IT
VLAN by the IT network switches. To enable Global Data Sharing between the network engines
in this network architecture, the network engine in IT VLAN 3 and one of the network engines in
IT VLAN 2 must be configured as BBMDs. This is necessary for all the network engines to be able
to discover each other by way of BACnet broadcasts. As noted earlier, the IP packets from the
controllers in the BAS private address space cannot be routed by the IT network switches. Therefore
the IP controllers connected to a BAS access switch in one IT VLAN cannot communicate with IP
controllers connected to a BAS access switch in a different IT VLAN. This also means that peer-to-
peer references cannot be established between IP controllers connected to BAS access switches in
different IT VLANs.

Multiple IT VLANs-BAS access switches connected to the IT network with access
ports
As was the case when using a single IT VLAN, both the network engines and the BAS access
switches can be directly connected to the IT network by way of access ports. For the BAS access
switch to connect to an access port on an IT access layer switch, the uplink port of the BAS access
switch must be configured as a routed port. The network engines, which are in the same subnets
as the BAS access switches’ routed port interfaces, must be connected directly to the IT access
layer switches rather than to the BAS access switches. This approach requires additional IT switch
ports (one for each of the network engines) and physical drops from the IT closets where the IT
access layer switches reside to the mechanical rooms where the network engines reside, but is
less burdensome for the customer’s IT department to configure. Figure 16 illustrates the network
configuration of Figure 15 where both the network engines and BAS access switches are connected
to access ports in the IT network.
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Figure 16: Multiple IT VLANs-BAS access switches connected to the IT network with access
ports

The network engines and BAS access switches still reside in existing IT VLANs 2 and 3, and the IP
controllers still reside in BAS VLANs 10, 11, and 12. The IP addresses and default gateways are also
the same as for connecting the BAS access switches to the IT network by way of trunks. The 2 major
differences are:
1. The network engines are physically connected to the IT access layer switches rather than the

BAS access switches.
2. The IT BAS subnet addresses of the BAS access switches are assigned to the routed ports on

the BAS access switches rather than being configured as SVIs on the BAS access switches.
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Directed broadcasts
Broadcasts are not propagated across VLANs. Directed broadcasts give the network designer
fine control over the propagation of IP broadcasts across VLANs. This is particularly useful for the
Segmented architecture.
The scope of an IP broadcast message is by default limited to the VLAN/subnetwork in which the
broadcast originated. To propagate an IP broadcast across VLANs, directed broadcasts must be
configured between the VLANs. If the network engines are not in the same VLAN as the devices
they are to supervise, directed broadcasts must be configured for the network engines to discover
the devices.
The following tables show the configuration required for the directed broadcasts on the BAS
switches. Note that the local broadcast address (for example, 171.16.10.255) on the destination
VLANs must be configured, as the IP controllers do not support the default broadcast address of
255.255.255.255.
Table 9 illustrates the directed broadcast configuration for the separate dedicated VLAN example
shown in Figure 11.
Table 9: Directed broadcast configuration for dedicated IT VLAN 5
BAS switch Source VLAN IP helper address Destination

VLAN
Local broadcast
address

5 172.16.10.255 10 172.16.10.2551
5 172.16.11.255 11 172.16.11.255

2 5 172.16.12.255 12 172.16.12.255

Table 10 illustrates the directed broadcast configuration for the separate dedicated VLAN example
shown in Figure 16. The configuration in Table 9 results in broadcasts initiated by any network
engine in VLAN 5 to be propagated to all the BAS VLANs (VLANs 10, 11, and 12) in which the IP
controllers reside. To limit the propagation of these BACnet broadcasts, an ACL can be added to
each of the BAS VLANs which only allows the broadcasts from a specific network engine into the
BAS VLAN in that the network engine's IP controllers reside.
Table 10: Directed broadcast configuration for existing IT VLANs 2 and 3
BAS switch Source VLAN IP helper address Destination

VLAN
Local broadcast
address

2 172.16.10.255 10 172.16.10.2551
2 172.16.11.255 11 172.16.11.255

2 3 172.16.12.255 12 172.16.12.255

Planning a converged Metasys BACnet/IP network
In the Converged Metasys BACnet/IP network architecture, all IP addresses are allocated from
the IT network's address space, but the Metasys BACnet/IP devices are physically connected to
switches which are dedicated to the BAS network.
Johnson Controls recommends that a VLAN and IP subnetwork be allocated for each network
engine and the BACnet/IP controllers that it supervises. At minimum, the following static IP
addresses are required to be reserved within each subnetwork:

• A static IP address for the SVI for the VLAN. An SVI acts as the default gateway and is
required for the network engine to communicate with the Metasys server and with other
network engines in other VLANs. The host number of the SVI and the location of the SVI within
the IT network is left to IT.
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• An IP address for the network engine. The IP address of the network engine is statically
assigned at the network engine, although it could be dynamically assigned by the DHCP server
using a static binding to the network engine's MAC address, configured at the DHCP server.

In addition to the static IP addresses in the BAS VLAN listed in Table 12, if IT uses a dedicated switch
management VLAN, then IT must configure an SVI for the management VLAN on the BAS switches
for management purposes (for remote access to the switch to review and/or update the switch
configuration, restart the switch, or other management purposes).
The IP addresses of the IP controllers must be dynamically assigned by way of DHCP. If the IP
controllers are to be dynamically assigned, a small number of extra IP addresses (for example,
10) must be reserved in the DHCP scope so that they are available if a BACnet/IP Metasys device
needs to be replaced. All IP addresses for the Metasys BACnet/IP devices must be allocated from a
contiguous range within the middle of the subset. The IP addresses of the devices can be:

• allocated by the IT DHCP server
• allocated by a DHCP server on the Metasys BAS switch

The IP address can be dynamically assigned, or each Metasys device can be assigned to a specific IP
address using a static binding to the MAC address of the device (requires additional configuration
in the DHCP server). As an advantage of using a static binding to the MAC address of the device,
you get static IP address assignment by using DHCP. That is, the DHCP server always assigns the
configured IP address to the device. This allows the IP address mapping to be done in a central
location (in the static binding table in the DHCP server) rather than requiring each controller to be
individually configured with a static IP address. The drawback to using static binding is that the
MAC address in static binding table in the DHCP server must be updated whenever an IP controller
is replaced.
When possible, contiguous VLANs and IP subnetworks must be allocated for the VLANs and
subnetworks that comprise the BAS network.

Example converged Metasys BACnet/IP network
Figure 17 illustrates a Converged Metasys BACnet/IP network. As in the earlier example, the IT
department has allocated VLANs 10 through 12 and the following three /24 subnetworks for the
Metasys BACnet/IP network:

• VLAN 10: 192.168.10.0/24
• VLAN 11: 192.168.11.0/24
• VLAN 12: 192.168.12.0/24
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Figure 17: Converged Metasys BACnet/IP network - example

Table 11 details the recommended IP address assignments for the devices in each of the VLANs.
Note that the IP address assignments for the IP-based Metasys devices are patterned like those in
the Isolated Metasys architecture example. The main difference is that for the Converged Metasys
network architecture the SVIs would reside in the IT network and would be determined by IT.
Table 11: Recommended IP address assignments - converged network example
VLAN SVI IP controllers Network engine
10 Determined by IT 192.168.10.10 -

192.168.10.220
192.168.10.2

11 Determined by IT 192.168.11.10 -
192.168.11.220

192.168.11.2

12 Determined by IT 192.168.12.10 -
192.168.12.220

192.168.12.2

IT needs to configure the SVIs in Table 11 on the distribution-layer switches that the BAS switches
will use as their default gateway. If the IP addresses for the IP controllers are to be dynamically
allocated, they could be allocated either by a DHCP server in the IT network since the subnetworks
are allocated from the IT network's address space, or they could be allocated by DHCP servers
configured on the BAS switches.
Since the devices are physically connecting to the BAS switches, the switch ports to connected
devices need to be configured as access ports for the appropriate VLAN (10, 11, or 12). Additionally,
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since the BAS switch on the left of Figure 17 is hosting both VLANs 10 and 11, the connection
between the BAS switch and the IT network would need to be configured as a trunk over which
both VLAN 10 and VLAN 11 traffic is allowed. Since the BAS switch on the right is hosting only VLAN
12, the connection between the BAS switch and the IT network would be configured as a trunk
over which only VLAN 12 traffic is allowed. Note that the trunks must be configured on both the
BAS switch and the IT switch to which the trunk connects. As in the case of the Integrated Metasys
BACnet/IP Network, appropriate routes must be configured on the IT equipment to ensure network
traffic can reach these BAS networks. (For example, traffic from the Metasys server or traffic from
other network engines or BBMDs.)
The Metasys server can connect to the IT network using a general IT network access port. The
IP address of the Metasys server can be assigned either a static IP address or a name (a name
requires use of the IT department's DNS name server).
If a remotely located Metasys device is to be connected to the network, it can be connected to any
general purpose VLAN in the IT network and assigned an IP address from the subnetwork hosted
by that VLAN. However, the remotely located device must be deployed with a BBMD in the same
VLAN so that the remotely located device can be discovered by one of the network engines in VLAN
10, 11, or 12. The BBMD must have a static IP assigned from the subnetwork hosted by the VLAN
and the BBMD must be configured in the BBMD table in the Metasys server. The BBMD may be one
of the IP controllers in the VLAN.

Planning an integrated Metasys BACnet/IP network
In the integrated Metasys BACnet/IP network architecture, all Metasys BACnet/IP devices, are
directly integrated into the IT network. When the IP controllers are integrated directly into the
IT network, it is the responsibility of the IT department to allocate the necessary IT resources
required for the BAS network (for example, allocate the necessary VLANs and IP subnetworks to
the BAS network) as well as configure the IT infrastructure to connect the BAS equipment to the IT
infrastructure (that is, assign the physical switch ports to which the Metasys BACnet/IP devices will
connect to the correct VLAN).
For ease of maintenance, it is recommended that IP addresses are assigned to devices in a
consistent manner across subnetworks. At a minimum, reserve the following static IP addresses
within each subnetwork:

• A static IP address for the Switch Virtual Interface (SVI) for the VLAN. An SVI acts as the default
gateway for all devices in the subnet and is required for the network engine to communicate
with the Metasys server and with other network engines in other VLANs. The host number of
the SVI and the location of the SVI within the IT network is left to IT.

• A static IP address for the network engine. The IP address of the network engine is statically
assigned at the network engine although it could be dynamically assigned by the DHCP server
using a static binding to the network engine MAC address, configured at the DHCP server.

For an Integrated Metasys BACnet/IP network, Johnson Controls recommends that a VLAN and IP
subnetwork be allocated for each network engine and the BACnet/IP controller that it supervises.
Johnson Controls recommends that the IP addresses of the IP controllers be dynamically assigned
by way of DHCP. If the IP controllers are to be dynamically assigned, a small number of extra IP
addresses (for example, 10) must be reserved in the DHCP scope so that they are available if one
or more Metasys BACnet/IP devices need to be replaced. Johnson Controls recommends that all IP
addresses for the Metasys BACnet/IP devices be allocated from a contiguous range in the middle of
the subnetwork.
When possible, it is recommended that contiguous VLANs and IP subnetworks be allocated for the
VLANs and subnetworks that comprise the Metasys BACnet/IP network.
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Example integrated Metasys BACnet/IP network
Figure 18 illustrates an Integrated Metasys BACnet/IP network consisting of three network engines,
each supervising 200 Metasys BACnet/IP devices. In this example, the IT department has allocated
VLANs 10 through 12 and the following three /24 subnetworks for the BAS network:

• VLAN 10: 192.168.10.0/24
• VLAN 11: 192.168.11.0/24
• VLAN 12: 192.168.12.0/24

Figure 18: Integrated Metasys BACnet/IP network - example

Table 12 shows the recommended IP address assignments for the devices in each of the VLANs.
In this type of network, IT configures the switches in the distribution and access layers (the access
layer has the switches to which the IP-based controllers connect to the network). For the example
in the following table, it is assumed that IT configured the access-layer switches so that the SVI/
default gateway has the lowest IP address in the subnetwork. It is also assumed that IT configured
the corresponding SVIs in the distribution-layer switches. Such a configuration allows for routing
between the access-layer switches without additional explicit configuration of IP routing.
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Table 12: Recommended IP Address Assignments - Integrated Network Example
VLAN SVI/default gateway IP controllers Network engine
10 Determined by IT 192.168.10.10 -

192.168.10.220
192.168.10.2

11 Determined by IT 192.168.11.10 -
192.168.11.220

192.168.11.2

12 Determined by IT 192.168.12.10 -
192.168.12.220

192.168.12.2

In addition to the IP address allocations/assignments for the BAS VLANs in Table 12, the IT
department would need to:

• assign the switch ports to the same VLAN as the devices physically connected to the port
• configure the appropriate routes to ensure traffic can reach the BAS subnetworks

If a remotely located Metasys BACnet/IP device is to be connected to the network, it can be
connected to any general purpose VLAN in the IT network and assigned an IP address from the
subnetwork hosted by that VLAN. However, the remotely located device must be deployed with a
BBMD in the same general purpose VLAN so that the remotely located device can be discovered by
one of the network engines in VLAN 10, 11, or 12. The BBMD must have a static IP assigned within
the subnetwork hosted by the VLAN.

Note: BBMD configuration in Metasys is out of scope for this document.

Network reliability and controller availability
In addition to determining the best network architecture for a deployment, it is important to
determine the best method for connecting the individual IP devices to the network. For information
about methods of connecting devices see Network topologies.
Connecting a device directly to the switch provides the greatest availability as the device is not
affected by any other device. However, it is also the most expensive option as it requires a switch
port for each device as well as a dedicated cable run from the device back to the switch. Direct
connections are recommended for the following devices:

• Devices that are mission critical (that is, air handling units serving many VAV box controllers,
devices in regulated environments, VAV box controllers serving IT server rooms, and others).

• Devices that are remotely located from other Metasys devices.
Connecting devices in a daisy-chain is a much more cost-friendly approach as it reduces both
the number of required switch ports and the amount of Ethernet cable required to connect the
devices. However, the availability of a device in a daisy-chain can be affected by the other devices
in the chain. If a device fails or is removed from a daisy-chain, communication is lost with all the
devices behind the failed device in the daisy-chain. While the devices can continue to operate
independently, they do not have access to external points such as outside air temperature, nor are
they able to send or receive BACnet messages to/from other controllers or the network engine.
Connecting devices using MRP (ring topology) offers the cost advantages of a daisy-chain by
reducing both the number of required switch ports and the length of Ethernet cable required.
However, MRP mitigates the connectivity problem by offering a redundant network connection.
Under normal operating conditions, the Media Redundancy Manager sends all traffic through
one of the ring ports. If there is a communication fault, the Media Redundancy Manager begins
sending messages through both ports. If there is only one failure, no other controller loses network
connectivity. The ring operates like two short chains until the original fault is corrected.
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Redundancy is useful in the case of controller failure; it is also useful for routine maintenance such
as software upgrade. Most maintenance procedures can be arranged so that only one device is
off line at a time. This is a situation in which MRP provides for maximum availability and performs
much better than chain.
It is possible to calculate the effect of random controller failures on the availability of the system.
The figures below show the average number of controllers that are still online after a small number
of random controller failures. All the data points are for a system with 100 controllers divided into
chains or rings of a fixed size. The graphs show that using more chains or rings reduces the risk
due to a failure. The risk for a single failure is reduced because most controllers are on chains or
rings that do not have a failure. However, using more chains and rings increases the number of
switch ports required, and hence the total cost of the network.
A comparison of the graphs in Figure 19 shows the advantage of rings over chains. The figure
on the left is for chains. If all 100 controllers are connected as a single chain, then on average,
after the first random failure only 50 controllers remain online. The figure on the right is for rings.
Because MRP provides a redundant network connection, if there is one controller failure, then 99
controllers are still online. This advantage for ring is leveraged in a system with multiple rings. If
the 100 controllers are arranged as two rings of 50, it is possible that the first two failures occur
on different rings, so that 98 controllers are still online. If the failures occur on the same ring,
more controllers are offline. However, on average two rings of 50 with two random failures still
leaves the system with 90 controllers online. Of course, two rings of 50 requires four switch ports.
A fair comparison requires that the system based on chains have same number of switch ports,
hence same network costs. For four chains of 25 controllers with two random failures, there are on
average 76 controllers still online (plotted as a gray triangle on the left figure). Thus the average
number of on-line controllers much higher (90 > 76) for MRP than for chain.
As another example, using Figure 19, supposes that the system requirement is that 80% of
controllers remain online after four random controllers failures, these graphs can be used to set a
design rule. For chains, the network needs to be 10 chains of 10 controllers. For MRP, the network
needs to be four rings of 25 controllers. Because MRP requires two ports per ring, there is a net
savings of two ports (10 for chain, 8 for MRP), or 20% of the network overhead.
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Figure 19: Comparison of reliability

Lab testing indicates that it is technically feasible to build long daisy-chains and MRP rings, so long
that the maximum length of chain or ring will be determined by other factors. One factor is the
physical extent of the network. If a chain or ring had 100 controllers separated by fifty-meter cables,
then there are five kilometers of cable (a little more than three miles). There are some buildings at
this scale, but most are not. And reliability becomes an issue. If five kilometers of cable carry data
back to a single switch port, there is an appreciable risk that some length of cable will experience a
catastrophic event that makes it unable to carry data. The trade-off between the value of reliability
and the cost of a failure pushes practical systems to use shorter chains and rings.
and  are a guide to the relative reliability of star, chain, and MRP. They show that shorter chains/
rings are more reliable than longer chains/rings; that more chains/rings is more reliable than fewer
chain/rings; and that one ring is more reliable than two chains of half the length. The following
factors must also be considered for both chain and ring.

• The criticality of network connectivity to the device. Devices that are not dependent on input
from other devices such that loss of network connectivity has minimal impact on the device’s
ability to perform its HVAC function are good candidates to be daisy-chained or put into large
rings. Conversely, devices that require a high level of connectivity availability (for example, air
handling units, devices in a validated environment, and others) are not good candidates. If
such devices are included in a daisy-chain or rings, they must be placed near the switch port,
or for the most critical devices, connected directly to the switch.
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• The proximity of a device to other devices versus the switch. If a device is closer to the switch
than to another device, then the cost of the additional cable to connect the device through a
daisy-chain or through MRP must be weighed against the cost of a dedicated switch port for
the device.

• The physical capability of the device. Only devices with two Ethernet ports are candidates
for daisy-chain and MRP. Devices with a single Ethernet port can only be connected at the end
of the daisy-chain, which is the position at the most risk of losing connectivity to the network.
These devices cannot be connected to rings.

• The local IT policies. Many IT departments apply security templates to their switch ports that
limit the number of devices that can be served by a single switch port. If a daisy-chain is to be
connected to the customer’s IT network, the number of devices that can be daisy-chained may
depend on IT’s willingness to loosen or waive such policies. It is unlikely that the switches that
are owned by IT departments support MRP. However, by providing our own infrastructure, we
have the opportunity to provide appropriate policies.

• Leave capacity for future expansion. It is usually easier to add to a chain or ring than to find
an unused switch port. An additional consideration for ring is ease of replacement. If failed
components can be repaired or replaced quickly, then rings can be made larger. MRP makes
the system tolerant to single failures. The maximum benefit is received when problems are
addressed quickly such that there is never more than one failure in the system.

Configuration of the managed switches
The BACnet/IP network architectures listed in Network architecture recommend the use of
managed switches. The managed switches must be configured to provide the behavior required by
the Metasys BACnet/IP network. The various features and functions used by the Metasys BACnet/
IP network are described below. An example of how to configure each feature and function is also
provided.

Important:  The examples provided are intended to provide general guidance for configuring
these features and must not be treated as complete detailed procedures for configuring a
managed switch.

The examples are based on the Cisco Internetwork Operating System (IOS), a product of Cisco
Systems, Inc. The examples assume the user has already enabled privileged EXEC mode with the
enable command. Other manufacturers' switches support most, if not all, of the following features
but would use a different command set to configure the features.

Configuring media redundancy protocol (MRP) rings
While other switch vendors may support MRP, Cisco has optimized their MRP ring manager to
support large rings of Johnson Controls IP controllers. Cisco is therefore Johnson Control’s switch
vendor of choice when deploying MRP rings.

Note: The IP Network Wizard tool has been designed to support the network design and
enable switch configuration without the need for direct switch "console port" level knowledge
and access.

The following steps are required to configure an MRP ring on a Cisco Industrial Ethernet (IE)
managed switch.
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Table 13: Configuring Media Redundancy Protocol (MRP) Rings on a Cisco Managed Switch
Configuration Step Cisco IOS CLI Command
1 Enable the MPR ring manager

right-to use license.
Switch# license right-to-use activate mrp
manager acceptEULA

2 Enter global configuration mode. Switch# configure terminal

3 Disable PROFINET MRP. Switch(config)# no profinet mrp

4 Create an MPR ring (1-3). In this
example, MPR ring 1 is created.

Switch(config)# mrp ring 1

5 Configure the MRP manager mode. Switch(config-mrp)# mode manager

6 Configure the domain ID of the
MRP ring. In this example the 32
hexadecimal digit domain ID of
MPR ring 1 is set to 1 followed by
31 Fs.

Switch(config-mrp)# domain-name
1FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

7 Configure the VLAN of the MRP
ring. In this example, the MRP ring
is in VLAN 10.

Switch(config-mrp)# vlan-id 10

8 Configure the recovery profile of
the MRP ring. In this example, the
maximum recovery time is set to
200 msec.

Switch(config-mrp)# profile 200

9 Exit configuration mode for the
MRP ring.

Switch(config-mrp)# exit

10 Configure the switch port that will
serve as the first ring port for the
MRP ring. In this example, switch
ports 1 and 2 will be configured as
the ring ports for MRP ring 1.

Switch(config)# interface fastethernet 1/1

11 Configure the switch port as an
access port.

Switch(config-if)# switchport mode access

12 Associate the switch port with the
MPR ring.

Switch(config-if)# mrp ring 1

13 Exit configuration mode for the
switch port.

Switch(config-if)# exit

14 Configure the switch port that will
serve as the second ring port for
the MRP ring.

Switch(config)# interface fastethernet 1/2

15 Configure the switch port as an
access port.

Switch(config-if)# switchport mode access

16 Associate the switch port with the
MPR ring.

Switch(config-if)# mrp ring 1

17 Exit global configuration mode. Switch(config-if)# end

Configuring virtual local area networks (VLANs)
VLANs isolate a broadcast domain in a computer network from the rest of the computer network.
For the Metasys BACnet/IP network, when possible, create separate VLANs for each network engine
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and the IP controllers that the network engine supervises. This approach limits the scope of the
BACnet broadcasts and prevents unintended IP controllers from being registered with a network
engine. Physical ports on a managed switch must be assigned to a VLAN to switch packets within
the VLAN. For each VLAN, an SVI is also configured to route packets between VLANs without the use
of a router. With SVIs, the switch recognizes the packet destinations that are local to the sending
VLAN and switches those packets while packets destined for different VLANs are routed to the
appropriate VLAN. There is one-to-one mapping between a VLAN and SVI, such that only one SVI
can be created for each VLAN per managed switch.
Table 14: Configuring an SVI for a VLAN on a Cisco managed switch
Configuration step Cisco IOS CLI command
1 Enter global configuration mode. Switch# configure terminal

2 Create an SVI for a VLAN. In this
example, an SVI is created for VLAN
10.

Switch(config)# interface vlan 10

3 Add a description to the SVI. Switch(config-if)# description HVAC_VLAN10

4 Assign an IP address to the
SVI. In this example the SVI is
assigned the first address in a /24
subnetwork.

Switch(config-if)# ip address 172.16.10.1
255.255.255.0

5 Exit global configuration mode. Switch(config-if)# end

Table 15: Assigning a VLAN to a physical switch port on a Cisco managed switch
Configuration step Cisco IOS CLI command
1 Enter global configuration mode. Switch# configure terminal

2 Configure the interface for a port
on the switch. In this example, Fast
Ethernet port 1 is configured.

Switch(config)# interface FastEthernet1/1

3 Add a description to the port. Switch(config-if)# description HVAC_PORT1

4 Define the port as assigned only to
a single VLAN.

Switch(config-if)# switchport mode access

5 Assign the port to a VLAN. In this
example, the port is assigned to
VLAN 10.

Switch(config-if)# switchport access vlan 10

6 Turn off Dynamic Trunking Protocol
(DTP) since this port is dedicated to
VLAN 10.

Switch(config-if)# switchport nonegotiate

7 Exit global configuration mode. Switch(config-if)# end

Configuring directed broadcasts
As noted in Configuring virtual local area networks (VLANs), VLANs are used to isolate a broadcast
domain in an IP network from the rest of the IP network, such that under normal circumstances
IP broadcasts will not be sent between VLANs. If BACnet broadcasts are required between VLANs,
BACnet Broadcast Management Devices (BBMDs) can be configured on the network engines in
each of the VLANs. Alternatively, such as in the case of a Segmented Metasys BACnet/IP network
where the network engine is not in the VLAN of the devices which it is supervising, IP helper
addresses and directed broadcasts can be configured to forward IP broadcasts between specific
VLANs.
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The following steps are required to forward IP broadcasts between two VLANs on a Cisco managed
switch or between VLANs on different Cisco managed switches. In this example, IP broadcasts are
forwarded from VLAN 5 (which hosts the 192.168.5.0 /29 subnetwork) to VLAN 10 (which hosts
the 172.16.10.0 /24 subnetwork). A complementary configuration would be required to forward IP
broadcasts from VLAN 10 to VLAN 5.
The following steps are required to configure directed broadcasts from VLAN 5 to VLAN 10 on a
Cisco managed switch. These steps assume that the SVIs for VLAN 5 and VLAN 10 have already
been configured and that IP routing has been enabled as per Configuring IP routing and IP routes.
Table 16: Configuring Directed Broadcasts from VLAN 5 to VLAN 10 on a Cisco Managed Switch
Configuration Step Cisco IOS CLI Command
1 Enter global configuration mode. Switch# configure terminal

2 Enable forwarding of BACnet
traffic. In this example, it is
assumed that BACnet is using the
default port number of 47808

Switch(config)# ip forward-protocol udp 47808

3 Enter configuration mode for the
SVI for VLAN 5.

Switch(config)# interface VLAN 5

4 Add an IP helper address
specifying the subnetwork-specific
broadcast address of the sub
network to which IP broadcasts
originating in VLAN 5 should be
propagated.

Switch(config-if)# ip helper-address
172.16.10.255

5 Exit configuration mode for the SVI
Note: In this example it is
assumed that VLAN 5 and 10
are on the same switch such
that we can remain in global
configuration mode. In prac-
tice, VLAN 5 and 10 could be
configured on different phys-
ical switches in which case
steps 1-4 would be run on the
switch configured with VLAN
5 and steps 6-8 would be run
on the switch configured with
VLAN 10

Switch(config-if)# exit

6 Enter configuration mode for the
SVI for VLAN 10

Switch(config)# interface VLAN 10

7 Use the subnetwork-specific
broadcast address (172.16.10.255)
instead of the default of
255.255.255.255 as the IP
controllers do not respond to
255.255.255.255

Switch(config-if)# ip broadcast-address
172.16.10.255

8 Exit global configuration mode. Switch(config-if)# end

Note: ACLs can be set up at the receiving SVI to accept directed broadcasts only from specific
devices (for example, from network engine specifics). For additional details, see Applying ACLs
to an interface and Configuring directed broadcast IP ACL.
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Configuring dynamic host configuration protocol (DHCP)
DHCP is used to dynamically assign an IP address to a device, creating a binding of the IP address
to the device’s MAC address. If IP addresses are to be statically configured on all the Metasys IP-
enabled devices, DHCP is not required. If the Metasys devices are to be directly connected to the
existing IT network, IT’s existing DHCP server will need to be updated to include the subnetwork
(s) assigned to the BAS system. For recommendations on the partitioning of Metasys devices to
subnetworks, see Planning your network.
To configure a DHCP server on a Cisco managed switch, complete the steps in the following table:
Table 17: Configuring a DHCP server on a Cisco managed switch
Configuration step Cisco IOS CLI command
1 Enter global configuration mode. Switch# configure terminal

2 Configure the DHCP server to save
automatic bindings to a local file.
In this example, the bindings are
written to a file named DHCP text
every 60 seconds.

Switch(config)# ip dhcp database flash:
DHCP.text write-delay 60

3 Set the interval for cleaning up
expired DHCP bindings. In this
example, the binding are cleaned
up every 30 seconds.

Switch(config)# ip dhcp binding clean up
interval 30

4 Create a DHCP server address pool.
For this example the pool is named
"DHCP1".

Switch(config)# ip dhcp pool DHCP1

5 Use the subnetwork-specific
broadcast address (172.16.10.255)
instead of the default of
255.255.255.255 as the IP VAV box
controllers and controllers do not
respond to 255.255.255.255.

Switch(config)# ip dhcp limited-broadcast-
address

6 Specify the subnetwork network
number and mask of the DHCP
pool.

Switch(dhcp-config)# network 172.16.10.0 /24

7 Specify the IP address of the
device which should be used as the
default router for the DHCP clients.

Switch(dhcp-config)# default-router
172.16.10.1

8 Specify the duration of the lease of
the IP addresses. In this example
the lease is set to 10 minutes.

Switch(dhcp-config)# lease 0 0 10

9 Create/associate a class with the
pool. In this example the class is
named “CLASS1”.

Switch(dhcp-config)# class CLASS1

10 Specify the range of addresses
within the pool to be dynamically
assigned. In this example, 210
addresses are allocated for
assignment.

Switch(dhcp-pool-class)# address range
172.16.10.40 172.16.10.250

11 Exit configuration of the class. Switch(dhcp-pool-class)# exit
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Table 17: Configuring a DHCP server on a Cisco managed switch
12 Configure the pool to remember

the IP bindings of a device so that
it assigns the same address to
a device after the switch or the
device reloads.

Switch(dhcp-config)# remember

13 Exit global configuration mode. Switch(dhcp-config)# end

DHCP can also be used to assign a predetermined IP address to a specific device, thereby
preventing the need to configure a static IP address at each device. With this approach an IP
address is statically mapped to a device’s MAC address in the managed switch, consolidating the
static IP address mapping in one place. Some managed switches allow a text file containing the
static bindings to be created externally and imported into the switch. For your managed switch
regarding its static binding capabilities and the associated configuration commands, refer to the
product documentation.
If an IP controller is configured for DHCP but the initial attempt to find a DHCP server fails, the
device will temporarily assign itself an Automatic Private IP Addressing (APIPA) IP address. The
169.254.0.0 /16 subnetwork is reserved for APIPA. After assigning itself an APIPA address the IP
controller will continue to look for a DHCP server. The current IP controller behavior is to make 3
attempts to find a DCHP server (at 0, 1, and 6 seconds) every 5 minutes until it is successful.
For a system that is not very large, there is an opportunity to reduce the cost of the system. You
could configure a single DHCP server on the BAS aggregation switch, instead of individual DHCP
servers on each of the BAS access switches. A cost savings can be realized because the BAS access
switches no longer need a license for IP-routing functionality; a less expensive, light version of the
license suffices. This approach can be taken when a single aggregation switch has enough ports
and bandwidth to serve all the access switches, and the aggregation switch can be installed prior
to, or at the same time as, the access switches so that the aggregation switch's DHCP server is
available for devices connected to the access switches.

Configuring IP routing and IP routes
Traffic between the Metasys devices within a VLAN is delivered using Layer 2 switching between the
physical ports assigned to the VLAN. However, in cases where traffic must be sent between VLANs
(for example, for communication between the network engines if they are in different VLANs and
between the network engines and the Metasys server), the traffic must be delivered through inter-
VLAN routing. For the Segmented network architecture, a default route must be defined on each
switch to route traffic from the Metasys VLANs to the IT network. The default route on the switch
must point to an IP address in the IT network. For the Isolated network architecture, a default route
must be defined on the BAS aggregation switch to route traffic to the firewall.
Table 18: Configuring IP routes on a Cisco managed switch
Configuration step Cisco IOS CLI command
1 Enter global configuration mode. Switch# configure terminal

2 Enable IP routing. Switch(config)# ip routing

3 Add a default route. In this example,
all IP packets that are not destined for
the local VLAN are routed to IP address
192.68.5.1 in the IT network.

Switch(config)# ip route 0.0.0.0 0.0.0.0
192.68.5.1

4 Exit global configuration mode. Switch(config)# exit
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Security
Take a least privilege approach regarding network security in the Metasys BACnet/IP network.
That is, only allow access to individuals, devices, and protocols that require access to the Metasys
BACnet/IP network. Access to the network infrastructure by individuals is restricted through the
use of passwords. Access to the switching and routing functions of the network infrastructure is
restricted by limiting the number of configured switch ports, and restricting devices and protocols
through the use of ACLs.

Configuring Secure Passwords on Managed Switches
While not enforced by the switches themselves, it is recommended the rules for complex passwords
enforced by the network engines for the passwords of the switches comprising the Metasys
BACnet/IP network. For the complex password rules enforced by the network engine, refer to
the network engine commissioning guides as listed in Table 19. It is also recommended that the
passwords be encrypted in the switch configuration file for added security.
On a Cisco managed switch, to create a new user account with a complex password encrypted
using a salted MD5 hash, as well as setting the password for the "enable" command to a complex
password encrypted using a salted MD5 hash, complete the following steps in Table 19:
Table 19: Configuring a Secure Password on a Cisco managed switch
Configuration Step Cisco IOS CLI Command
1 Enter global configuration mode. Switch# configure terminal

2 Create a new "jci" user account
with the highest privilege of 15
whose complex password of
"CatWith4Legs!" is encrypted using a
salted MD5 hash.

Switch(config)# username jci privilege 15
secret 5 CatWith4Legs!

3 Change the password for the
"enable" command to a complex
password of "CatWith2Fins!" and
which is encrypted using a salted
MD5 hash.

Switch(config)# enable secret 5
CatWith2Fins!

4 Exit global configuration mode. Switch(config)# exit

Configuring only necessary switch ports
A configured port on a BAS switch provides an entry point into the BAS network. It is recommended
you configure the minimum number of switch ports that are needed. Keep all other switch ports
non-configured.
To clear the configuration of a switch port on a Cisco managed switch, complete the following
steps.
Table 20: Configuring necessary switch ports on a Cisco managed switch
Configuration step Cisco IOS CLI command
1 Enter global configuration mode. Switch# configure terminal

2 Clear any existing switch port
configurations from unused ports. In
this example, the configuration of port
gigabitEthernet1/1 is being cleared.

Switch(config)# default interface
gigabitEthernet1/1

3 Exit global configuration mode. Switch(config)# exit
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You must configure only the following switch ports on a Metasys BAS switch:
• A switch port for each Metasys device to be connected (for example, network engine or

IP controllers) to the Metasys BAS switch. Note that when multiple IP controllers are to be
configured in a daisy-chain, only a single switch port needs to be configured for the daisy-
chain.

• A switch port for the uplink to the Metasys BAS Aggregation switch or to the IT network.
If EtherChannel is being implemented as described in EtherChannel, two switch ports are
configured for the uplink to the Metasys BAS Aggregation switch or to the IT network.

• A switch port to be used to locally connect a maintenance laptop for debugging purposes.

Configuring media access control (MAC) ACLs
Media Access Control (MAC) ACLs restrict access to devices that have a specified MAC address or
MAC prefix. While a device's MAC address can be easily spoofed thereby defeating the MAC ACL,
MAC ACLs add one more line of defense in preventing unauthorized devices from accessing the
Metasys BACnet/IP network. They also prevent the inadvertent connection of a non-BAS devices to
a dedicated BAS network.

Important:  The following MAC ACL entries are intended as examples and do not necessarily
represent the complete and definitive list of MAC prefixes that must be included in the JCI-MAC
ACL.

Table 21: Configuring (MAC) ACLs on a Cisco managed switch
Configuration step Cisco IOS CLI command
1 Enter global configuration mode. Switch# configure terminal

2 Create a MAC ACL for JCI devices. In this
example, the ACL is named JCI-MAC.

Switch(config)# mac access-list extended
JCI-MAC

3 Add the range of MACs to be allowed. Switch(config-mac-acl)# permit "add
allowed MAC address or address range"
any

4 Exit global configuration mode. Switch(config-mac-acl)# end

Configuring IP ACLs
IP ACLs allow traffic on an interface based on any combination of the following:

• protocol
• source device as identified by IP address or name
• destination device as identified by IP address or name
• source application port number
• destination application port number

All other traffic is blocked when an IP ACL is applied to the interface. IP ACLs can only be applied to
the ingress direction on a physical port (layer 2) while they can be applied to both the ingress and
egress directions on a virtual switch port (layer 3)

Important: The following section includes samples of IP ACLs. Detailed IP ACL configuration is
beyond the scope of this document. For a complete list of Metasys IP protocols, consult related
Metasys documentation.
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Configuring IP controller device IP ACLs
Table 22: Configuring an IP ACL on a Cisco managed switch
Configuration step Cisco IOS CLI command
1 Enter global configuration mode. Switch# configure terminal

2 Create an IP ACL for Metasys IP
controllers. In this example, the ACL is
named JCI-TIER3.

Switch(config)# ip access-list extended
JCI-TIER3

3 Allow BACnet in either direction
between any devices. In this example,
the default BACnet port of 47808 is
being used.

Switch(config-ip-acl)# permit udp any any
eq 47808

4 Allow messages to DHCP servers in
either direction between any devices.

Switch(config-ip-acl)# permit udp any any
eq bootps

5 Allow messages to DHCP clients in
either direction between any devices.

Switch(config-ip-acl)# permit udp any any
eq bootpc

6 Allow ping requests in either direction
between any devices.

Switch(config-ip-acl)# permit icmp any any
echo

7 Allow ping responses in either direction
between any devices.

Switch(config-ip-acl)# permit icmp any any
echo-reply

8 Exit global configuration mode. Switch(config-ip-acl)# end

Configuring directed broadcast IP ACL
If directed broadcasts are configured between VLANs as described in Configuring virtual local
area networks (VLANs), an IP ACL must be applied to the SVI of the VLAN receiving the directed
broadcasts. The directed broadcast IP ACL would restrict the directed broadcasts to only the
network engine(s) in the other Metasys BACnet/IP network VLANs.
The following steps are required to configure the directed broadcast IP ACL on a Cisco managed
switch. Note that named ACLs are not supported for this purpose, so numbered ACLs are used.
Note that ACLs with multiple entries are created through stand-alone commands instead of sub-
commands.
Table 23: Configuring a directed broadcast IP ACL on a Cisco managed switch
Configuration step Cisco IOS CLI command
1 Enter global configuration mode. Switch# configure terminal

2 Create an IP ACL for the SVI which
receives directed broadcasts. In
this example, the ACL ID is 101 and
192.168.5.6 is the IP address of the
network engine in the other VLAN.

Switch(config)# access-list 101 permit udp
host 192.168.5.6 any eq 47808

3 Accept broadcasts from a second
network engine.

Switch(config)# access-list 101 permit udp
host 192.168.5.7 any eq 47808

4 Exit global configuration mode. Switch(config)# exit

Applying ACLs to an interface
After an ACL has been created, it must be applied to the interfaces it is meant to restrict. ACLs
can be applied to physical interfaces (for example, switch ports) as well as logical interfaces (for
example, SVIs). One IP and one MAC ACL can be applied to a physical interface at the same time,
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but two IP ACLs (no MAC ACL) can be applied to a logical interface at a time. (One in each network
traffic direction.) ACLs can be added to an interface when initially creating or configuring the
interface, or after the interface has been created/configured.
The following steps illustrate adding the JCI-MAC ACL created in Configuring media access control
(MAC) ACLs, and the JCI-TIER3 IP ACL created in Configuring IP controller device IP ACLs, to Fast
Ethernet port 1 which was configured in Configuring virtual local area networks (VLANs).
Table 24: Configuring an ACL to a Cisco managed switch
Configuration step Cisco IOS CLI command
1 Enter global configuration mode. Switch# configure terminal

2 Access the switch port interface. In this
example, Fast Ethernet port 1 is being
accessed.

Switch(config)# interface FastEthernet1/1

3 Add the JCI-MAC MAC ACL to the
interface.

Switch(config-if)# mac access-group JCI-
MAC in

4 Add the JCI-TIER3 IP ACL to the
interface.

Switch(config-if)# ip access-group JCI-
TIER3 in

5 Exit global configuration mode. Switch(config-if)# end

As noted in Configuring directed broadcast IP ACL, extended ACLs cannot be applied to an SVI for
the purpose of restricting broadcast traffic. The following steps illustrate applying the standard
IP ACL defined in Configuring directed broadcast IP ACL to the SVI to restrict broadcast traffic into
VLAN 10.
Table 25: Configuring an ACL to a Cisco managed switch
Configuration Step Cisco IOS CLI Command
1 Enter global configuration mode. Switch# configure terminal

2 Access the SVI for VLAN 10. Switch(config)# interface vlan 10

3 Enable directed broadcasts. Switch(config-if)# ip directed-broadcast
101

4 Exit global configuration mode. Switch(config-if)# end

Configuring time synchronization
While time synchronization between Metasys and network system is not required, the use of
a common network time is taken for granted in debugging, network monitoring and network
security. All the debug output and syslogs from all the switches are time-synced, simplifying the
identification and correlation of related events on multiple switches.
Table 26: Configuring time synchronization on a Cisco managed switch
Configuration step Cisco IOS CLI command
1 Enter global configuration mode. Switch# configure terminal

2 Configure the time zone of the switch. In
this example, U.S. Central Standard Time
(CST) is being configured, which has an
offset from Coordinated Universal Time
(UTC) of -6 hours and 0 minutes).

Switch(config)# clock timezone CST -6 0
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Table 26: Configuring time synchronization on a Cisco managed switch
Configuration step Cisco IOS CLI command
3 Configure daylight savings time, if

applicable. In this example, Central
Daylight Savings Time (CDT) is being
configured.

Switch(config)# clock summer-time CDT
recurring

4 Configure a Network Time Protocol
(NTP) server as the clock source. In this
example, the IP address of the NTP server
(10.10.10.10) rather than the name of the
server being specified.

Switch(config)# ntp server 10.10.10.10

5 Turn on timestamping for debug output. Switch(config)# service timestamps
debug datetime msec localtime

6 Turn on timestamping for syslog output. Switch(config)# service timestamps log
datetime msec localtime

7 Exit global configuration mode. Switch(config)# exit

EtherChannel
EtherChannel is a port link aggregation technology or port-channel architecture used primarily on
Cisco switches. It allows grouping of several physical Ethernet links to create one logical Ethernet
link for the purpose of providing fault-tolerance and high-speed links between switches, routers,
and servers.
If system availability is critical (for example, in validated environments), use EtherChannel as the
means of providing link redundancy between the Metasys BAS switches and the switches to which
they connect. In the case of the Converged Metasys BACnet/IP network, EtherChannel would be
used between the Metasys BAS switches and the switches in the IT network to which they connect.
In the case of the Segmented and Isolated Metasys BACnet/IP Networks, EtherChannel would be
used between the Metasys BAS switches and the Metasys BAS Aggregation switch. An EtherChannel
must be configured on all switches that are connected through the EtherChannel.

Switch stacking
Switch stacking is a technology and technique where two or more switches are physically connected
and configured to act as a single unit. Switch stacking can be used with EtherChannel to provide
redundancy for the Metasys BAS Aggregation switches, allowing communication within the Metasys
BACnet/IP Network to continue in the event of the failure of one of the Metasys BAS Aggregation
switches. A similar configuration between the Metasys BAS Aggregation switches and the firewall/
gateway or the IT network could also be configured to allow communication between the Metasys
BACnet/IP network and the outside network to continue in the case of a Metasys BAS Aggregation
switch failure.

Metasys IP Networks for BACnet/IP Controllers Technical Bulletin52



Figure 20: Switch stacking example

Related documentation for BACnet/IP controllers
Table 27: Related documentation
For information on See document
Metasys system limitations and overview Metasys System Configuration Guide (LIT-12011832)
Installation and specifications of the NCE25 NCE25 Installation Instructions (Part No.

24-10143-63)
Installation and specifications of the SNC SNC Network Engine Installation Guide (Part No.

24-10143-01892)
Installation and specifications of the SNE SNE Network Engine Installation Guide (Part No.

24-10143-01647)
Commissioning guide for the SNC SNC Commissioning Guide (LIT-12013295)
Commissioning guide for the SNE SNE Commissioning Guide (LIT-12013352)
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Table 27: Related documentation
For information on See document
Installation and upgrade instructions for
the OAS.

Open Application Server (OAS) Installation and
Upgrade Instructions (LIT-12013222)

Specifications of the Metasys CGx, CVx
equipment controllers

Metasys CGx, CVx Equipment Controllers Product
Bulletin (LIT-12013105)

Specifications of the Metasys system FAC,
FEC, and VMA controllers

Metasys System Field Equipment Controllers and
Related Products Product Bulletin (LIT-12011042)

Installation and specifications of the CG
series controllers

CG series General Purpose Application Controller
Installation Instructions (Part No. 24-10143-01698)

Installation and specifications of the FAC
series controllers

FAC4911 Advanced Application Field Equipment
Controller Installation Guide (Part No.
24-10143-1086)

Installation and specifications of the IOM
series I/O expansion modules

M4-XPM Expansion Modules Installation Guide (Part
No. 24-10143-02147)

Installation and specifications of the CV
series controllers

CV series VAV Box Controllers Installation
Instructions (Part No.24-10143-01590)

Integrating BACnet® MS/TP and BACnet IP
Devices into the Metasys System Network

BACnet Controller Integration Technical Bulletin
(LIT-1201531)

Installation of and specifications for the
MS-BACEOL-0 End-of-Line terminator
module

MS-BACEOL-0 RS485 End-of-Line Terminator
Installation Instructions (Part No. 24-10264-4)

Wiring and configuration for the Loytec
BACnet router

LIP-ME201C User Manual. Refer to http://
www.loytec.com

Controller configuration tool (CCT)
software

Controller Tool Help (LIT-12011147)

Information on BACnet/IP networks with
Metasys systems.

Metasys IP Network for IP VAV box controllers and IP
Controllers - Configuration Guide (LIT-12012458)

Appendix: VPN with a Cisco Meraki MX security
appliance configuration
This appendix describes how to configure a virtual private network (VPN) with Cisco Meraki™
MX Security Appliance. A VPN is a private data network that uses the public telecommunication
infrastructure and the Internet, maintaining privacy through the use of a tunneling protocol and
security procedures. Data is encrypted before it is sent through the public network and then
decrypted at the receiving end.
To purchase a Meraki MX Security Appliance, use the Cisco Partner Locator to find a Cisco Meraki
distributor in your area. The use of the Cisco Meraki™ MX Security Appliance is a good choice for
customers who do not have an internal IT department.
All Meraki products require licensing to operate. Meraki licenses are available in one, three, five,
seven, or ten year increments. Refer to Meraki MX Security Appliance licensing options. Additional
information is available at this link.
Use the instructions in this appendix as an example. Consult your IT department and Cisco
proprietary documentation for detailed information. See https://meraki.cisco.com/ for more
information.
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Important: Engage appropriate network security professionals to ensure that the computer
hosting the BCPro Data Server (BDS) Site Director is a secure host for Internet access.
Network security is essential and of the highest importance. Typically, the IT organization
must approve configurations that expose networks to the Internet. Be sure to fully read and
understand the IT Compliance documentation for your site.

The Cisco Meraki MX Security Appliance supports provisioning and commissioning through the
cloud application only. The MX Security Appliance must be pre-provisioned using the device's
serial number through the Meraki dashboard. When the device is turned on and connected to the
internet, the configuration is retrieved from the cloud application. Configuring the MX Security
Appliance by directly connecting to the device is not supported.
To provision MX Security Appliances through the Meraki dashboard, you must first create a Meraki
dashboard account. One or more organizations can be associated with a Meraki dashboard account
(see Step 1 and Step 2 in Configuring a VPN tunnel with a Cisco Meraki MX security appliance).
To grant other users access to the Meraki MX Security Appliance owned or managed by the
organization, other members must be added to the organization in the Meraki dashboard (see Step
3 in Configuring a VPN tunnel with a Cisco Meraki MX security appliance).
Once an organization is created through the Meraki dashboard, the MX Security Appliance to be
provisioned must be added to the organization's inventory, and then the MX Security Appliance
must be added to a specific network within the organization (see Step 4 and Step 5 in Configuring a
VPN tunnel with a Cisco Meraki MX security appliance).
The MX Security Appliance must be physically deployed to the site and connected to the network
(see Step 6 in Configuring a VPN tunnel with a Cisco Meraki MX security appliance).
When the MX Security Appliance is added to a network, the configuration for the MX Security
Appliance can be created (see Step 7 in Configuring a VPN tunnel with a Cisco Meraki MX security
appliance).
After the MX Security Appliance is deployed to the network through the Meraki dashboard,
configure the MX Security Appliance, then the MX Security Appliance can provide VPN access.
Generally, you must connect the Meraki MX Security Appliance to the network that the MX
Security Appliance is providing VPN access to and then connect the MX Security Appliance to the
modem providing internet access. Consult your IT department and network administrator for
further guidance. For more information about the Meraki MX Security Appliance, refer to https://
documentation.meraki.com/MX/Installation_Guides/Z3_Installation_Guide.
Once the MX Security Appliance is deployed on the network, a VPN connection can be established
to the MX Security Appliance using standard VPN client software that is included with supported
Windows® operating systems, Apple® operating systems, or Android™ operating systems (see Step
8 in Configuring a VPN tunnel with a Cisco Meraki MX security appliance).
Before adding the MX Security Appliance to the network, provision and commission the device
by completing the following steps. You can complete Steps 1-5 before physically adding the MX
Security Appliance to the site network.

Configuring a VPN tunnel with a Cisco Meraki MX security
appliance
About this task:  
To configure the MX Security Appliance, complete the following steps:

1. In a web browser, go to https://dashboard.meraki.com. Create a portal user account.
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2. In the Meraki dashboard, create and manage your Organization or Organizations. When
you first log in, an organization with your company's name is automatically created. You
can manage and rename this organization and create additional organizations in the
Organization menu.
In the Cisco Meraki user interface, a single dashboard administers one or more organiza-
tions. An organization represents a customer or customer site. Each organization contains
one or more networks. A network typically consists of the MX Security Appliances on that
common network. For more information about creating and managing organizations, refer to
Meraki's Creating a Dashboard Account and Organization page.

3. Add portal users to your organization. In the Meraki dashboard, go to Organization >
Configure > Administrator. For more information about adding and managing portal
users and administrators, refer to this Meraki's Managing Dashboard Administrators and
Permissions page.
After you add a user to your organization, they receive an email with a dashboard access link.

4. Add Cisco Meraki MX Security Appliances to your organization. In the Meraki dashboard, go
to Organization > Configure > Inventory. For more information, refer to this Meraki's Using
the Organization Inventory page.

5. Create a new network and add the MX Security Appliance to the network. In the Meraki
dashboard, go to Organization > Configure > Create network. For more information, refer
to this Meraki reference: here.

6. Deploy the MX Security Appliance to the site. The MX Security Appliance is placed between
broadband router/modem providing connectivity to the internet and the IP-based Metasys
devices.

a. Configure the router/modem into bridge mode. The user interface of the modem or
router is specific to the manufacturer and your Internet Service Provider (ISP). Consult
the modem/router and your ISP documentation for further details.

b. Connect an Ethernet cable from the Internet port of the MX Security Appliance to the
router/modem.

c. Connect the IP devices to the LAN ports of the MX Security Appliance. If there are more
than four IP devices, they need to be connected to a separate switch and the switch
needs to be connected to one of the LAN ports of the MX Security Appliance.

d. Power on the MX Security Appliance. Verify that the front LED lights of the MX Security
Appliance are solid white.

7. Configure the client VPN by following these steps:

a. In the Meraki dashboard, hover over Network in the left pane. Select the desired
network.

b. Go to Teleworker > Monitor >Appliance Status. Record the public IP address that
appeared in the WAN field or the dynamic hostname in the Hostname field. You can
use the IP address or the hostname when configuring the VPN client.

c. Go to Teleworker Gateway > Configure > Addresses & VLANs. Configure the internal
BAS network. For a simple BAS network, enter the existing subnet information by
clicking on the default network entry under the Routing section.

Note: The MX IP address should be an available static IP address within the
existing BAS network and the MX IP address should be used as the default
gateway for all MX Security Appliances, including the network engines and the .
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d. Go to Teleworker Gateway > Configure > Client VPN. Enable the Client VPN Server. In
a simple BAS network, ensure the Client VPN subnet used here is in a different subnet
range than the internal BAS network used previously. The Client VPN subnet should
be unique with respect to all other BAS network subnets. For more information about
the client VPN settings including VPN user management, refer to Meraki's Client VPN
Overview page.

8. Setup and configure user MX Security Appliances for VPN access using Meraki's Client VPN
OS Configuration page.

Note: A VPN connection can be established to the MX Security Appliance using standard
VPN client software that is included with supported Windows® operating systems,
Apple® operating systems, or Android™ operating systems.

If you encounter the Windows 809 error in the Windows Event log on a Windows client MX
Security Appliance, you may need to add the following key to the Registry:
Key: Server:HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\PolicyAgentReg-
Value: AssumeUDPEncapsulationContextOnSendRule
Type: DWORD
Data Value: 2
After you create this key, you may need to reboot the Windows client MX Security Appliance.

Configuring the modem/router into bridge mode
To configure the modem/router into bridge mode, complete the following steps:
1. Log in to your modem/router. You must configure your modem or router into bridge mode.

The user interface of the modem or router is particular to the manufacturer documentation
and your Internet Service Provider (ISP). The steps included here are general. Consult the
modem/router and your ISP documentation for further details.

2. Select Home Network > Subnets & DHCP and record the DHCPv4 End Address.
3. Select the Firewall >IP Passthrough and set the parameters as follows:

- Set the Allocation Mode to Default Server.
- Set the Default Server Internal Address to the DHCPv4 End Address recorded in Step 2.
- Set the Passthrough Mode to DHCP-fixed.
- Set the Passthrough Fixed MAC Address to the MAC Address on the MX Security

Appliance. The MAC Address is typically listed on the product label on the bottom panel of
the device.

Product warranty
This product is covered by a limited warranty, details of which can be found at
www.johnsoncontrols.com/buildingswarranty.

Software terms
Use of the software that is in (or constitutes) this product, or access to the cloud, or hosted
services applicable to this product, if any, is subject to applicable end-user license, open-
source software information, and other terms set forth at www.johnsoncontrols.com/
techterms. Your use of this product constitutes an agreement to such terms.
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Patents
Patents: https://jcipat.com

Single point of contact
APAC EU UK NA/SA
JOHNSON CONTROLS
C/O CONTROLS PRODUCT
MANAGEMENT
NO. 32 CHANGJIANG RD NEW
DISTRICT
WUXI JIANGSU PROVINCE
214028
CHINA

JOHNSON CONTROLS
VOLTAWEG 20
6101 XK ECHT
THE NETHERLANDS

JOHNSON CONTROLS
TYCO PARK
GRIMSHAW LANE
MANCHESTER
M40 2WL
UNITED KINGDOM

JOHNSON CONTROLS
5757 N GREEN BAY AVE.
GLENDALE, WI 53209
USA

Contact information
Contact your local branch office: www.johnsoncontrols.com/locations
Contact Johnson Controls: www.johnsoncontrols.com/contact-us

© 2022 Johnson Controls. All rights reserved. All specifications and other information shown were current as of document
revision and are subject to change without notice.

https://jcipat.com
http://www.johnsoncontrols.com/locations
http://www.johnsoncontrols.com/contact-us

	Contents
	Document introduction
	Summary of changes
	Network topologies
	Network architecture
	BACnet routing behavior in an IP-based Metasys system
	Isolated Metasys         BACnet/IP network
	Connected Metasys BACnet/IP network
	Segmented Metasys         BACnet/IP network
	Converged Metasys BACnet/IP network
	Integrated Metasys BACnet/IP network

	Choosing the right architecture
	Planning your network
	Planning an isolated Metasys BACnet/IP network
	Example isolated Metasys BACnet/IP network

	Converting an isolated Metasys BACnet/IP network to a connected Metasys BACnet/IP network
	Planning a segmented Metasys BACnet/IP network
	Using a single IT VLAN
	Using multiple IT VLANs
	Directed broadcasts

	Planning a converged Metasys BACnet/IP network
	Example converged Metasys BACnet/IP network

	Planning an integrated Metasys    BACnet/IP network
	Example integrated Metasys BACnet/IP network


	Network reliability and controller availability
	Configuration of the managed switches
	Configuring media redundancy protocol (MRP)            rings
	Configuring virtual local area networks (VLANs)
	Configuring directed broadcasts
	Configuring dynamic host configuration protocol            (DHCP)
	Configuring IP routing and IP routes
	Security
	Configuring Secure Passwords on Managed Switches
	Configuring only necessary switch ports
	Configuring media access control (MAC) ACLs
	Configuring IP ACLs
	Configuring IP controller device IP ACLs
	Configuring directed broadcast IP ACL
	Applying ACLs to an interface

	Configuring time synchronization
	EtherChannel
	Switch stacking

	Related documentation for BACnet/IP controllers
	Appendix: VPN with a Cisco Meraki MX security appliance configuration
	Configuring a VPN tunnel with a Cisco Meraki MX security appliance
	Configuring the modem/router into bridge mode

	Product warranty
	Software terms
	Patents
	Single point of        contact
	Contact information

